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Abstract

Introduction: Future health information system management will involve active participation from medical students
(MS) and computer engineering students (NS). The value of various information systems for managing the
environment and the overall transformation of corporate structure brought about by the development of Additionally,
technology has altered the information requirements and company structure.. The study's objective was to assess NS
and MS's perspectives on patient privacy and health information system security.

Method: Cross-sectional quantitative survey design was used to assess the research aims. Third and fourth year King
Abd Alaziz University- The target population was nursing and medical students. Knowledge and opinions about
security issues regarding health information systems questionnaire was developed based on earlier research [An-
derson (2007), Appari and Johnson (2010), Gebrasilase and Lessa (2011), Kilig Aksu et al. (2015), Lekkas and Gitzalis
(2007), and Aldosar1 (2012)] was used to gather data through self-administer questionnaire. The questionnaire was
divided into two sections: patient privacy and participants' socio-demographic characteristics and participants’
knowledge and opinions about security issues regarding health information systems. A 5-point Likert scale was used
to rate the study's questionnaire items (1 being strongly disagree and 5 being strongly agree).

Results: The phrase "Health records should be AcNSsible to the other health workers besides the physician" caused
higher discomfort for NS (93.3%) than MS (78.5%) during the questionnaire assessment proNSs (p=0.003).
Comparable percentages were found for "Online communication with the physician," with NS (87.1%) preferring to
communicate with the doctor through electronic media than MS (66.2%) (p=0.001).The results of the questionnaire
also showed that slightly more NS (40.5%) than MS (35.4%) supported limitations on the availability of "personal
correspondence information" (p>0.05).

Conclusion: NS believed that security and privacy issues would arise in the future since they will be both internal and
external stakeholders of the multidisciplinary structure of healthcare management. Therefore, from the standpoint of
healthcare administration, the relationship between the health information system and the occupational education and
training of NS and MS is crucial.
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Introduction

The value of various information systems for managing the environment and the overall transformation of corporate
structure brought about by the development of Additionally, technology has altered the information requirements and
company structure. The introduction and application of information technologies (IT) in healthcare in our increasingly
globalized society has been greatly aided by advancements in computer science and the growing need for
communication (1, 2).

The practice of maintaining and caring for medical records, both electronically and through traditional (paper-based)
methods, in hospitals, clinics, health departments, insurance companies, and other establishments that offer medical
care or record-keeping is known as health information management, or HIM. Health informatics and health
information technology are being used more and more in information management practice in the health sector as a
result of the extensive computerization of health records and other information Sources, such as hospital
administration tasks and health human resource data (World Health Organization, 2010).
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Healthcare Services rely on information, and in order to perform their duties efficiently, the majority of clinical
procedures need to gather, process, and correlate the data. The proper delivery of healthcare Services requires the
management of vast volumes of data. Healthcare organizations nowadays, like all other organizations, store their data
in an electronic format and use IT systems to handle it (2, 3, 4). In the digital age, establishing a faultless healthcare
system requires a well-managed IT system (5). Electronic records and e-health applications are the cornerstone of
contemporary healthcare sector practice because they enable the efficient use of IT with suitable data Processing
systems for healthcare Services, assisting and supporting patient care at all stages (2,6). As a result of improved speed,
data integration, and simple Access to all Sources, computerized and digitized information enhance the quality of
health information management; nonetheless, this benefit could be compromised by advancements in contemporary
technology.

Professionals in health information management create health policies, construct information systems, and determine
present and future information requirements. In order to comply with the legal, professional, ethical, and
administrative records-keeping requirements of providing health care, they also apply the science of informatics to
the gathering, storing, using, and transmitting of information.

The appropriate gathering, handling, and application of data in healthcare systems "will determine the system's
effectiveness in detecting health problems, defining priorities, identifying innovative solutions, and allocating
resourNS to improve health outcomes." They deal with clinical, epidemiological, demographic, financial, reference,
and coded healthcare data. Because they concentrate on gathering, maintaining, and using high-quality data to support
the information-intensive and information-reliant healthcare system, health information administrators have been said
to "play a critical role in the delivery of healthcare in the United States."

Health information management is undergoing a shift from conventional paper-based management techniques to more
effective electronic management, such as with Electronic Health Records (EHRs), as the field expands and information
technology becomes an increasingly important aspect of the medical world. However, analyzing, managing, and using
the data that is critical to patient care and ensuring that the clinicians have Access to the data when needed remain the
primary objectives (Kathleen, Maki, and Shirley, 2011).

Information security, or the safe exchange and storage of Electronic Health Records (EHR) without outside
interference, is one of the main concerns in IT. Preventing unauthorized usage and implementing safeguards against
data exploitation, alteration, or disruption at the person or organizational level are two definitions of information
security (7). Information security is therefore a significant concern that needs to be carefully taken into account while
sharing and protecting all pertinent data (8, 9, 10). Secure patient information management is a crucial and extremely
delicate matter since health data is private and patients' privacy must always be maintained.

Aim of the study
Given that NS and MS will be actively involved in the system going forward, the purpose of this study was to evaluate
their perceptions of the privacy, security, and confidentiality of health information systems.

Methodology

Cross-sectional quantitative survey design was used to assess the research aims. The target population was nursing
and medical students. Third and fourth year King Abd Alaziz University— (NS; n=163, F/M:71/92; mean age:
22,44+1,42 years) students made up the study's sample group, while fifth and sixth year Faculty of Medicine (MS;
n=65, F/M:38/27; 23,38+1,20 years) students from the same university made up the control group.

Study questionnaire

Knowledge and opinions about security issues regarding health information systems questionnaire :

It was developed based on earlier research [An-derson (2007), Appari and Johnson (2010), Gebrasilase and Lessa
(2011), Kilig Aksu et al. (2015), Lekkas and Gitzalis (2007), and Aldosar1 (2012)] was used to gather data through
self-administer questionnaire. The questionnaire was divided into two sections: patient privacy and participants' socio-
demographic characteristics and participants’ knowledge and opinions about security issues regarding health
information systems. A 5-point Likert scale was used to rate the study's questionnaire items (1 being strongly disagree
and 5 being strongly agree).

Statistical analysis

SPSS 25 was used to examine the data that was gathered. The Chi-Square Test was employed in this descriptive study
to analyze the categorical data. ANOVA and the Unpaired Student's T-Test were employed to analyze the statements
that were utilized in the questionnaire and evaluated using the Likert 5-point Scale since they matched the normal
distribution. The conventional criterion for its statistical significance level was p<0.05.

Results

More NS (93,3% n=152) than MS (78,5% n=51) in the current study reported feeling uneasy or uncomfortable about
health service staff, excluding doctors, having Access to health data (p=0.003). Nonetheless, a smaller percentage of
NS (44.2% n=72) than MS (60.0% n=39) believed that there was inaccurate or missing information in e-health data
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(p=0.031). Furthermore, more NS (87,1% n=142) than MS (66,2% n=43) demanded more regular online
communication with the doctor about health-related matters (p=0.001) (Table 1).

Table 1: Study Group Perceptions of the Health Information System Using the Chi-squared Test for analysis

Information Accessible on the system Nursing Medical Chi square
Students Students
No % No % P value
1. Would Access to your health data by health staff other than
your physician/doctor disturb/ discomfort you?
e  Yes 152|933 51 78,5 0.003
e No 11 6,7 14 21,5
e Total 163 | 100,0 | 65 100,0
2. Do you believe that any of your medical records on the
EHR system are missing or erroneous?
e  Yes 72 44,2 39 60,0 0.031
e No 91 55,8 26 40,0
e Total 163 | 100,0 | 65 100,0
3. Would you like to speak with your doctor or physician
online?
e  Yes 142 | 87,1 43 66,2 0.001
e No 21 12,9 22 33,8
e Total 163 | 100,0 | 65 100,0

According to whether the study group had gotten any medical attention in the previous six months, the answers to the
statement "the personal information I confided in the health institution may be revealed to another institution that I
would not wish to share it with" were compared. NS who had received medical care in the previous six months
(1,56+0,95) outscored those who hadn't (1,25+0,56) (p=0.009). Similarly, students who had received any medical care
in the previous six months gave the statement "healthcare institutions may allow third parties to Access my personal
data without my permission" greater scores (1,40+0,82) than those who had not (1,15+0,36) (p=0.011).

Students who have had any medical care in the previous six months gave the statement "it is easy for a physicist to set
a treatment plan with the patient by using information and communication technologies" higher marks (3,98+0,88)
than those who have not (3,52+1,02) (p=0.004). However, students who have not recently received any medical care
gave the statement "patients' relatives have information about the right of privacy" somewhat more points (2,52+0,94)
than those who had (2,20+0,93) (p=0.034). "Unauthorized persons do not have Access to patients' health data" was
another statement that produced comparable findings, however it was not (1,15+0,36) (p=0.011). More students who
had not recently received any medical care agreed with it (4,12+1,04) than those who had (3,70+1,34) (p=0.026).
There were no statistically significant difference (p>0.05) in the other outcomes (Table 2).

The mean scores from the remaining questions in the questionnaire do not differ statistically significantly (p>0.05)
according to the total responses of the MS who have or have not had any medical care in the last six months (Table
2). Comparing the replies of the students who had received medical care in the previous six months, it was found that
the MS gave a higher rating to the statement that "unauthorized personnel do not have Access to the patients' health
records" (MS: 4,49+0,61 vs. NS: 3,70+1,34) (p=0.000).

Table 2: Comparisons of Statements by Group Based on Whether Medical Treatment Was Received in the
Past 6 Months Examined with the Unpaired T-Test

Variables Nursing students Medical Students
Mean+SD | P
value
The personal information I confided in the health institution may be revealed to P value
another institution that I would not wish to share it with.
Yes 1,56+0,95 0.009 | 1,37n+0,49
No 1,25+0,56 1,25+0,45 0.397
Health institutions might allow third parties to Access my personal information
and EHR.
Yes 1,40+ 0,82 | 0.011 | 1,55+0,74
No 1,15 +0,36 1,38 +£0,81 0.421
I feel unprotected during an E-health transaction on the system.
Yes 3,18+1,17 | 0.141 | 2,92 +1,30




36 Musaad Alnashmi ayed Alanazi et al.

No 2,92 £0,99 2,69+ 0,95 0.448
I do not think that E-Health transactions can be done securely.

Yes 3,09+1,12 | 0.604 | 3,00 +1,21

No 3,00 £1,08 2,63 £1,09 0.274
It is easy for the physician to make a treatment plan with the patient by using

ICT (Information and Communication Technologies).

Yes 3,98+ 0,88 | 0.004 | 3,82+ 0,97

No 3,52 £1,02 3,25+ 1,13 0.056
The doctors can easily exchange information by using ICT.

Yes 3,97 +1,00 | 0.289 | 4,10 +0,80

No 3,80 +0,99 3,56+ 1,36 0.151
Using ICT in the exchange of patient health data would not pose a threat to

patient privacy and information confidentiality.

Yes 2,67+1,29 | 0.601 | 2,67+£1,21 0.889
No 2,57 +1,17 2,63 £1,15

Patients are well-informed about their privacy rights.

Yes 2,29£0,96 | 0.175 | 2,14 1,02 0.359
No 2,49+ 0,94 1,88 £0,96

Patients’ relatives are well-informed about privacy rights.

Yes 2,20£0,93 | 0.034 | 2,06+ 0,90 0.809
No 2,52+ 0,94 2,13 £0,96 0.274
Health institutions take the required measures against violations of privacy

rights.

Yes 2,60+0,96 | 0.358 | 2,67+1,09 0.127
No 2,74+ 0,87 2,19+ 1,11

Patients’ health data are securely re- corded and kept

Yes 2,61+1,02 | 0279 |2,84+1,090 | .089
No 2,78 £0,94 2,31+ 0,95
Unauthorized personnel cannot acNSs patients’ health data.

Yes 3,70£ 1,34 | 0.026 | 4,49 +£0,62 0.256
No 4,12+ 1,04 4,25+ 1,00

Using mobile technology does not have

an adverse effect on information secu- rity and confidentiality

Yes 2,64 +1,23 | 0.887 | 2,78 £1,19 0.525
No 2,62+ 1,18 2,56 £1,03

Discussion

In order to improve the quality of healthcare Services, healthcare organizations—which are information-intensive
institutions—collect, categorize, organize, share, store, and transmit health data (5, 11, 12). Patient privacy and
information confidentiality are at risk due to the presence of personal health data in the electronic environment (13,
14). Information security is a critical concern for all organizations that offer healthcare Services in order to eradicate
this threat (8, 15). Determining the type of data that medical staff are permitted to view is crucial for hospitals (13).
The purpose of this study was to evaluate NS and MS's perspectives on health information systems from the
standpoints of data security and privacy, as these students are the prospective internal and external. In the medical
field, protecting patient privacy is essential to building a relationship of trust between doctors and patients (16).
Regarding data security, there were statistically significant disparities between the two groups' answers. The NS
reported greater uneasiness than the MS over the availability of health data by health workers other than the physician,
according to the study group's comments regarding Access and protection of electronic health data. Another distinction
to be made was that fewer NS than MS believed that "E-health records may contain wrong or missing info." The MS
might be looking at the problem from a service-based standpoint, but the NS could be evaluating the same issue from
a technical stand point.

To deliver a high-quality, timely, and effective healthcare service, accurate and comprehensive information is essential
(1). Patients and their families undoubtedly anticipate that the best possible treatment choice will be made based on
reliable medical information. In this regard, it is essential to make sure that all of the patients' medical records are
appropriately and safely maintained in accordance with the wishes of the patients and their families (17, 18). In
addition, the study found that NS are more inclined than MS to communicate electronically with the doctor in the
event of a medical emergency. The nature of the NS profession explains this anticipated discrepancy. The majority of
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NS identified "faults originating from the personnels' lack of qualification" and "carelessness" as the reasons for the
security violations in the hospitals during the evaluation of the questions and statements related to these violations,
while the MS identified "workload" and "systemic flaws."

Because healthcare is a multidisciplinary system that allows Access to the electronic system from various terminals,
the system's required information security and patient privacy have become critical issues throughout the process (19).
Users of electronic data, meanwhile, take an active part in the system, which makes their perspectives and methods
regarding information security crucial for the healthcare institutions they serve (13).

The study also takes into account the individual experience of the student groups. The study group's mean scores were
compared based on "whether they had received any health care service within the last 6 months or not." The NS who
had received it scored higher than those who had not for the following statements: "the data that I gave to the health
center might be shared with other institutions that I would not be willing to share any data with under different
circumstance" and "it is easy for a physician to make a treatment plan with the patient by using information and
communication technologies." The statement "healthcare organizations might allow third parties to Access my
personal data without my permission" yielded similar responses. Conversely, the NS who have not had medical
treatment in the previous six months scored higher on the following statements: "Unauthorized persons do not have
Access to patients' health data" and "patients' relatives have information about the right of privacy." Because these
students lacked in-depth intrinsic knowledge about the ongoing process pertaining to healthcare facilities, it can be
inferred from these results that the NS appears to be ignorant of the fact that electronic data can be acNSsed by health
service personnel other than the authorized physician.

However, because they were well-versed in the technical procedures that might be used in healthcare facilities, these
students also believed that technology-based health systems might endanger patient data security. However, no
statistically significant difference between the students who had gotten any medical attention in the previous six
months and those who had not were found when the mean scores of the MS about the same items were examined.
Computer networks in healthcare Services are constantly growing as a result of advancements in communication
technologies, giving users Access to a wealth of data regarding the medical technologies and Services offered by
hospitals (1). E-health apps offer real-time data as a convenience of these computerized networks, which has a direct
impact on the standard of medical care. These apps make it possible for numerous people to communicate at once and
share electronic material quickly and easily (13). Regarding the urgent needs of the medical staff, information
technologies allow doctors to reply to their prompts instantly online and greatly reduce medical errors (20, 21, 22, 23).
Furthermore, it is easy to make and update the structural changes that are required in the ongoing education and
training of the medical professionals as needed.

Conclusion

In conclusion, MS thinks that in current technological age, it is impossible to provide health care Services without
utilizing information technologies. Additionally, they believe that technical issues and an Excessive workload could
negatively impact patient privacy and information security. In order to address this, it is important to increase staff
awareness of potential technological disruptions and the importance of prompt response within the healthcare service
delivery process. NS, on the other hand, contends that information and communication technologies ought to be
extensively employed in the delivery of healthcare Services; nonetheless, this approach may raise concerns regarding
patient privacy and information security because of potential abuse and Access by unauthorized individuals.
Relevant education and training programs should include all facets of E-health data and the significance of security
and privacy, given that healthcare Services can only be delivered effectively with the coordinated efforts of the medical
staff and NS who will be a part of the system. In this regard, NS must be stakeholders in all healthcare Services, in
which they will actively participate going forward due to the multidisciplinary nature of e-health Services. From the
standpoint of privacy and information security, e-health Services and related disciplines ought to be added to NS and
MS's vocational education and training. In order to achieve the best outcomes, the necessary educational programs to
oversee the synchronization process of the two professions should be arranged after the prospective physician and
computer engineers are gathered on a common platform. To do this, the NS ought to provide elective courses in
medical science so that the synchronization process can be realized and efficiently managed.
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