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Abstract

Major challenges with data security, privacy, and regulatory compliance have also been brought on by the growing
volume of sensitive data in industries like banking, healthcare, and e-commerce. In such privacy-conscious
environments, centralized machine learning techniques that collect raw data and send it to a central computer are
no longer practical. This study proposes a privacy-preserving, cross-domain classification model based on
Federated Learning (FL), a decentralized method where only model updates are shared with a central server and
data remains on the local client. Three distinct real-world tabular datasets are used in this work to simulate a
federated learning setup: banking (subscription prediction of term deposit), e-commerce (prediction of customer
turnover), and healthcare (high billing identification). Every dataset is treated as a distinct client, and local
Random Forest models are trained on the unique data of each client. To build a global model that generalizes
knowledge across domains, the model parameters alone are purportedly gathered at a central server rather than
sending raw data. Although this could appear to be a synthetic application, it accurately captures FL's operating
characteristics. To add additional security layers for data during training and aggregation, our system is designed
to incorporate Homomorphic Encryption (HE), Differential Privacy (DP), and Secure Multi-Party Computation
(SMPC). A comprehensive comparison is conducted, evaluating each local model's performance in relation to
the federated global model. Common classification metrics are employed, including confusion matrices, F1-score,
recall, accuracy, and precision. Transparency and interpretability are enhanced by charts like performance plots
and feature importance graphs. The global model outperformed some of the earlier research in these areas with
an overall accuracy of 95.16%.

Keyword: - Federated Learning, Random Forest, Multi-Domain Classification, Privacy-Preserving Machine
Learning

1. Introduction

The use of machine learning (ML) techniques for predictive modeling and intelligent decision-making has been
prompted by the rapid exponential increase of data in sectors including banking, healthcare, and e-commerce. Use
cases like customer churn prediction, financial risk scoring, and cost prediction for healthcare entirely rely on
analyzing sensitive user data [1]. Yet, conventional centralized machine learning methods necessitate pooling raw
data from different institutions or customers into a central location. Major concerns about data security, privacy,
and compliance with legislation like the Health Insurance Portability and Accountability Act (HIPAA), the
General Data Protection Regulation (GDPR) [2], and other domain-specific data protection rules are brought up
by this operation [3].

A novel approach that addresses privacy issues by enabling model training in a decentralized manner is Federated
Learning (FL) [4]. Every customer that is involved with FL, such as a hospital, bank, or website, saves data locally
and trains models on-site. Clients only transmit encrypted or privacy-protected model changes (such as weights
or gradients) to a central server instead of raw data. In order to create an aggregate global model that benefits from
the knowledge supplied by all clients without violating the privacy of individual data, these updates are then
merged, typically using techniques like Federated Averaging. FL systems can incorporate advanced privacy-
protecting technologies such as Secure Multi-Party Computation (SMPC), Differential Privacy (DP), and
Homomorphic Encryption (HE) to further safeguard sensitive data [5]. This study deals with the development and
analysis of a simulated FL framework across three different domains, namely banking, e-commerce, and
healthcare. Each domain is addressed as an isolated client based on domain-specific tabular datasets [6]. Random
Forest classifiers are used as the learning algorithm for local as well as global model training because they perform
well on structured data and have the ability to accommodate various feature types. The performance of locally
trained models, using only individual datasets, is contrasted with an artificial global model generated by balanced
data representation aggregation across domains [7].

For better interpretability, the evaluation includes visualization tools like confusion matrices and feature
significance graphs in addition to common classification metrics like accuracy, precision, recall, and F1-score.
The findings confirm the suitability of FL in privacy-critical, multi-sector contexts by highlighting the trade-offs
between domain-specific optimization and generalization across diverse data sources. and the textile industry [8].
The significance of this study is that it shows how Federated Learning (FL) can be used constructively in various,


mailto:rahul.cse397@gmail.com
mailto:csshieh@gmail.com
mailto:pro-vc_research-academics@spsu.ac.in

229 Rahul Kumar et al.

privacy-sensitive applications like banking, e-commerce, and healthcare, where the application of centralized data
processing is typically hindered by regulatory and ethical concerns. By facilitating collaborative model training
without exposing raw data, the method solves essential issues pertaining to data privacy, security, and ownership.
The research presents a domain-agnostic and scalable framework for emulating practical FL scenarios from real-
world heterogeneous tabular data. By combining sound ensemble learning methods with privacy protection
approaches, this work lays a realistic basis for the deployment of secure, decentralized ML systems [8] in high-
risk sectors. It also helps bring forth the emerging area of privacy-sensitive artificial intelligence, providing a
model for organizations that wish to tap into the potential of collaborative learning without sacrificing private data
[9].

The following are the main aims of the research:

o To build a Federated Learning (FL)-based machine learning architecture that protects privacy.

¢ To emulate joint model training over three domains: banking, e-commerce, and healthcare.

o To use each client's private data to build local Random Forest models without disclosing raw data.

¢ To build and benchmark a global model by collecting knowledge from local models.

e To compare the performance of local and global models using metrics like F1-score, recall, accuracy, and
precision.

e To leverage visualization tools like confusion matrices and feature importance plots for improved
interpretability.

® To show the applicability of FL to tabular data in practical, privacy-concerned environments.

e To emphasize the potential use of privacy-enhancing technologies such as Secure Multi-Party Computation
(SMPC), Differential Privacy (DP), and Homomorphic Encryption (HE).

The implementation of Federated Learning represents an important move towards safe and cooperative artificial
intelligence, given the growing emphasis on privacy and data protection in various businesses. This study aims to
preserve data security while examining the applicability of FL in real-world [10], tabular data-driven contexts.
Through comparing and examining the local models' performance with that of a globally aggregated model across
various fields, this work presents some insights into the merits, pitfalls, and empirical implications of deploying
FL [11] in sensitive areas. The scheme suggested provides a platform for further research and actual application
of federated systems, especially for environments where data centralization is not possible or advisable.

2. Literature Survey

Ali, W, et al. (2025) [12] Integrates federated learning, blockchain, and differential privacy to survey privacy-
preserved and accountable recommender systems. In addition to classifying technical solutions, industrial
demands, and privacy issues, the study offered an open-source library for comparing recommendation models.
Huang, Y., and Chen, S. (2025) [13] suggested a federated learning strategy for airline upgrade optimization that
protects privacy. The study demonstrated improved prediction accuracy for upgrade invites while resolving data
silos in the airline industry and safeguarding consumer data privacy.

J. Wu and colleagues (2024) [14] created a consumer electronics recommender system (FRS-CE) based on
federated deep learning. The system improved recommendation accuracy, scalability, and privacy by utilizing
adaptive aggregation, convolution operations, and feature fusion.

Khan, S. B., and Alghatani, A. (2024) [15] suggested a Hybrid Deep Collaborative Transformer (HDCT) for e-
commerce suggestions that is built on the Internet of Things and uses federated learning. The Myntra fashion
dataset was used to optimize HDCT with improved suggestion accuracy and error reduction.

Wei, P., et al. (2023) [16] designed FedAds, a standard for vertical federated learning (VFL)-based privacy-
preserving conversion rate (CVR) estimate. The study provided datasets and standardized testing to enhance
privacy and ad conversion prediction ability.

Privacy-preserving aggregation (PPAgg) in federated learning has been researched by Liu, Z., et al. (2022) [17].
The study provided future research directions for enhancing privacy in FL systems and reviewed PPAgg
techniques, including their benefits and drawbacks.

Wang, L.-e., et al. (2021) [18] Suggested a POI recommendation framework incorporating federated learning and
privacy preservation to mitigate data sparsity and privacy concerns. The framework enhanced recommendation
quality with the aid of auxiliary domain data and ciphertext-based latent feature distribution.

Li, J., et al. (2021) [19]. Develop a model for e-commerce enterprises' demand forecasting that makes use of
ConvLSTM and Horizontal Federated Learning. The increased precision decreased bullwhip effects, preserved
data privacy, and supported the long-term expansion of e-commerce.

Abadi, A., et al.. (2024) [20] Starlit is a scalable FL mechanism that responds to the deficiencies of current
approaches, including security proofs, alignment of identities, and computational effectiveness. It is evaluated on
artificial data from financial transactions and reports enhancements in scalability and accuracy.

Haseeb, A., et al. (2024, November) [21] This work proposes an FL framework based on additive encryption
methods for privacy-preserving fraud detection. Experimental results demonstrate Multi-Layer Perceptron (MLP)
with high accuracy (90-98%) on encrypted data.

He, P., et al. (2024) [22] The article introduces DPFedBank, a Local Differential Privacy (LDP)-based federated
learning (FL) solution for financial institutions. It provides stronger security with adaptive LDP mechanisms,
cryptographic methods, and authentication protocols to counter weaknesses in conventional Differential Privacy-
Federated Learning (DP-FL) systems.

Salam, M. A., et al. (2024) [23] With data over-sampling and under-sampling techniques, create a federated
learning model for credit card fraud detection that incorporates data balancing to reduce the dataset's class
imbalance. The success of a federated learning architecture and the use of resampling approaches to optimize
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minority class prediction was determined by the best model's 94.61% classification accuracy. However, the
authors only focused on one area of research—fraud detection—and failed to consider how their approach might
be applied to other areas.
Zhang, S..et al. (2024) [24] investigated whether the performance of federated learning models in credit risk
forecasting is affected by data imbalance. They used a federated learning framework to implement the MLP,
LSTM, and XGBoost models. They determined that data imbalance results in a significant decrease in model
performance with the best accuracy at only 81%. Their research supports the notion that there are significant
obstacles to applying FL techniques in financial risk contexts, and they recommended identifying new methods
of imbalance reduction in a federated learning framework.
Moon, S., & Lee, W. H. (2023) [25] FL's application in healthcare—specifically, in COVID-19, brain tumor
segmentation, mammography, sleep quality prediction, and intelligent healthcare systems—is abstracted in this
work. It explains optimization techniques and privacy issues.
Ali, M., et al. (2023) [26] The article discusses privacy issues in [oMT healthcare networks and how FL can
overcome them. It provides state-of-the-art architectures for identifying privacy concerns, including GANs, digital
twins, and deep reinforcement learning.

Aouedi, O., et al. (2023) [27] This work discusses FL in medical data protection, its constraint, security

vulnerability, and possible avenues of future research on privacy and efficiency improvements.

Table 1. Research Paper Study

Author Name Year | Proposed Concept Major Findings
Ali, W., et al. 2025 | Privacy-preserved and accountable | categorized industry needs, technical
[12] recommender systems using FL, solutions, and privacy issues; offered an
blockchain, and DP open-source evaluation resource
Chen, S., & 2025 | Privacy-preserving FL model for Improved upgrade invite predictions while
Huang, Y. [13] airline upgrade optimization ensuring data privacy and addressing data
silos
Wu, J., et al. 2024 | FRS-CE: Federated deep learning- | Leveraged feature fusion and adaptive
[14] based recommender system for aggregation to improve scalability, privacy,
consumer electronics and accuracy
Alghatani, A., 2024 | Hybrid Deep Collaborative utilized the Myntra fashion dataset to
& Khan, S. B. Transformer (HDCT) for e- achieve excellent recommendation
[15] commerce based on the Internet of | accuracy and error reduction.
Things
Wei, P, et al. 2023 | FedAds benchmark for vertical FL- | used datasets and tandardized assessments
[16] based CVR estimation to enhance ad conversion prediction while
protecting privacy.
Liu, Z., et al. 2022 | Privacy-Preserving Aggregation Reviewed PPAgg protocols, highlighting
[17] (PPAgg) Survey in FL their pros/cons and future directions
Wang, L.-e., et | 2021 | POI concept with FL and protection | Addressed data sparsity and privacy using
al. [18] of privacy ciphertext-based latent feature distribution
and auxiliary data
Li,J.,etal. [19] | 2021 | Demand forecasting model using Improved forecast accuracy and data
Horizontal FL and ConvLSTM privacy; reduced bullwhip effects and
supported sustainable e-commerce growth
Abadi, A., etal. | 2024 | Starlit: Scalable FL mechanism for | Enhanced scalability, identity alignment,
[20] secure financial systems and accuracy using artificial financial data
Haseeb, A., et 2024 | FL framework using additive Achieved 90-98% accuracy with MLP on
al. [21] encryption for fraud detection encrypted data
He, P., et al. 2024 | DPFedBank: FL system for Enhanced security with cryptography,
[22] financial institutions using Local authentication, and adaptive LDP
Differential Privacy
Khan, M. S. L., 2024 | Fed-RD algorithm using DP and Maintained model accuracy and ensured
etal. [23] SMPC for partitioned financial data | data privacy
Ali, M., et al. 2023 | FL in IoMT networks with privacy- | Presented solutions using deep RL, digital
[26] preserving architectures twins, and GANSs to detect privacy threats
Aouedi, O., et 2023 | Medical data protection using FL Explored constraints, vulnerabilities, and
al. [27] future research directions for privacy and
efficiency

2.1 Research Gaps

A. Limited Cross-Domain Federated Learning Studies

According to a review of existing work [7], previous studies have targeted federated learning implementations
across domain-specific contexts (e.g., financial fraud detection [23], healthcare diagnostics [25], e-commerce
recommendations [15]). These models are not tested on heterogeneous datasets, therefore limiting the ability to
generalize and apply learned insights in real-world multi-domain environments. The proposed framework
represents the first approach to implement and evaluate a single federated model across banking, e-commerce,
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and healthcare domains to demonstrate cross-domain adaptability and generalization, in a privacy-preserving
manner, without negatively impacting performance.

B. Ineffective Use of Interpretable and Efficient Models on Privacy-Sensitive Federated Learning Systems

A majority of related work uses complicated, neural architecture [13, 14, 19] (e.g., MLP, LSTM, ConvLSTM,
GANSs), however, whilst these models can achieve high-performance, they are computationally intensive, less
interpretable, and therefore, ineffective when deployed in privacy-sensitive contexts that need to maximize
transparency and efficiency. The proposed framework utilizes Random Forest classifiers, which are powerful
enough to achieve high accuracy and are, relatively speaking, interpretable and computationally efficient model,
thereby making them better suited than deep learning to a federated learning act that seeks regulatory compliance
and real-time processing.

C. There has been limited instance of federated learning with integrated lightweight security instances for
multiple clients

Even though research like [22] and [21] have looked into privacy-preserving methods like additive encryption
and local differential privacy, they either used a single domain or were based on computationally demanding
methods. The implementation and integration of such improved privacy-preserving strategies in a multi-client,
heterogeneous federated learning study has not been established by research, such as [14] [22], with frameworks.
Our research models a heterogeneous, multi-client federated learning environment and allows for the modular
integration of Secure Multi-party Computation (SMPC), Differential Privacy (DP), and Homomorphic Encryption
(HE) in a design that can be both scalable and secure while also adapting to domain-specific privacy requirements.

3. Research Methodology
This study develops a collaborative machine learning model that protects privacy using data from the banking, e-
commerce, and healthcare domains using a Federated Learning (FL) [30] based method. First, the methodology
covers data acquisition, and then preprocessing of data. The data has to be cleaned, missing values removed,
categorical values turned into one-hot encoded categorical representations, and features standardized. In the case
of the healthcare data, a binary derived target was created from the billing amount to serve as the target variable
since it apparently had no predefined target provided by the original data. The preprocessed data is split into
training and testing for every client (domain) following annotation. According to conventional ML techniques,
each client will train a local model on their own without taking data sharing into account. Every client uses a
Random Forest (RF) classifier that is based on the preprocessed data. The RF classifier is an ensemble technique
that minimizes overfitting, employs both numerical and categorical variables, and incorporates features that enable
decision trees run using a training dataset to be averaged. [31].
Unlike a traditional centralized training model, none of the clients or the central server will share any raw data. In
this example, each client model is built independently, representing real-world cases where data sharing is not
permissible due to privacy or regulatory constraints (e.g., hospitals or financial institutions). In order to
conceptualize federated learning, local models only are trained and then the system checks the accuracy of these
independent models. The researchers then trained a global model with balanced data from each of the three
domains to simulate the process of federated aggregation. The final global model is then tested on previously
unseen data from each client to evaluate generalizability and robustness [32].
This strategy provides a mechanism for data sovereignty along with the use of distributed data to create
collaborative intelligence. The effectiveness of the method is measured by classification accuracy along with the
performance metrics of precision, recall, and Fl-score for each client. This method presents the viability and
possibilities for federated learning in heterogeneous and privacy sensitive contexts such as finance, healthcare,
and online retail [33].

Figure 1 shows the Proposed Flow Diagram of the system
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Table 2. Mathematical Evaluation of the Proposed Federated Learning Framework

Component HMathematical Expression HDescription
Private dataset held by client Cy,

Client Dataset Dy = {(xi(k), yi(k))}inzk1 where xi(k) € Ris the feature vector
and yi(k) € {0,1}1s the class label
Random Forest classifier with

Local Model fy(x) = mode{h, (x), ..., ht(x)} Tdecision trees trained locally at

each client

Local Loss Function

1 K K
Ly = n_z 20y, £, x))
k i=1

Empirical risk minimized during
local training

Federated Aggregation 0 =

K

ng
K Ok
2
k=1 j=1

Weighted aggregation of local
models to form the global model

Differential Privacy

B = 6 + N (0,0?)

Gaussian noise added to local
parameters to ensure e-differential
privacy

Formal privacy guarantee ensuring

DP Definition Pr[M (D) € S] < e*Pr[M (D) € S] indistinguishability of individual
records

Homomorphic E@,) = ZK E(8)) Secure aggregation performed

Encryption 87 Lo, K directly on encrypted parameters

HE Correctness D(E(6,)) = 6, Decryption yields the same result as

plaintext aggregation

Secure Multi-Party

M
Ok = Z Sk,m
m=1

Local model parameters split into

Computation secret shares across parties
« M S ion of global model
. _ ecure computation of global mode
SMPC Aggregation O = E Zmzlsk'm without data leakage
k=1
TP + TN Measures overall classification
Accuracy
TP + TN + FP + FN correctness
. TP Measures reliability of positive
Precision _— .
TP + FP predictions
TP . Sy .
Recall Measures ability to identify positive
TP + FN samples
Precision X Recall Harmonic mean of precision and
F1-Score

X
Precision + Recall

recall

Table 2 summarizes the mathematical basics of the suggested privacy-preserving FL framework. It shows how a
team of clients (banking, e-commerce and healthcare domains) can keep their datasets private, train local Random
Forest models and not share raw data, thus protecting the confidentiality of the data. The table emphasizes the
federated aggregation approach, which aggregates locally trained models on a central server in a balanced manner
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to form a global model that incorporates the knowledge of all the domains and tackles data heterogeneity. It also
reports on the embedding of Differential Privacy to guarantee protection of individual records by adding noise to
model updates so that no sensitive information can be inferred from the shared parameters. It includes also the
description of approach for using Homomorphic Encryption (HE) and Secure Multi-Party Computation (SMC)
to protect the transmission and aggregation of model, so no privacy can be leaked in between collaboration.
Finally, Table 4.4 elaborates on the criteria used to evaluate the model performance, accuracy, precision recall
and F1,... These four metrics collectively reflect the performance, robustness, and generalization of the federated
model under privacy-sensitive real-world scenarios.

4. Proposed Approach

A. Federated Learning

The type of collaborative machine learning known as Federated Learning (FL) [34] allows several clients—such
as banks, hospitals, or mobile devices—to train a shared model without disclosing their raw data. The clients
communicate their model parameters (such as weights and gradients) to a central server, which compiles the
updates to create a global model, once they have trained and learned on their individual local datasets. Because
FL is decentralized, it addresses data transfer and privacy rules that restrict customers' capacity to share data,
lowers the high cost of data transmission, and helps protect privacy. When working with sensitive data, distributed
data, or compartmentalized data—such as in the healthcare, financial, or telecommunications industries—FL is
helpful in a variety of situations.

B. Random Forest

An ensemble-based machine learning technique called Random Forest [35] is typically applied to tasks involving
regression and classification. During training period, the method trains a group of decision trees simultaneously
and produces the mean prediction (for regression) or mode (for classification) of each tree. By adding
randomization to the tree training process—each tree is trained on a random bootstrap sample, and when splitting
a node in the tree, it also randomly chooses a subset of features—Random Forest creates the ensemble between
trees.

C. Homomorphic Encryption (HE)

One type of cryptography that enables wrapped computations on encrypted material without first decrypting it is
called homomorphic encryption (HE) [36]. When the computations are decrypted, the outcomes are identical to
what they would have been if they had been performed on the original plaintext material. Because it enables data
owners to outsource computations in an untrusted environment (like a cloud server) without disclosing their actual
data, this special feature of HE is highly helpful in situations where privacy is a concern.

D. Differential Privacy (DP)

A conceptual framework for individual privacy in datasets is called Differential Privacy (DP) [37]. In order to
prevent the presence of an individual's data in the dataset from significantly affecting the final model output, DP
does this by introducing random noise into the data or model outputs. Therefore, even if the study's aggregated
results are released and/or examined, sensitive personal information cannot be deduced from them. By using DP
after gradients or weights are computed but before they are communicated to the central server, federated learning
offers a robust privacy guarantee while allowing for informative model training.

E. Secure Multi-Party Computation (SMPC)

A cryptographic system called Secure Multi-Party Computation (SMPC) [38] enables many parties to
collaboratively compute a function over these private inputs without disclosing to the other parties any information
about their data. After deciding on a computational strategy, each party encrypts its input and divides it among
the other parties in shares. After then, these parties can carry out their calculations, and communication between
them will ensure security and synchronization.

F. Proposed Algorithm

Algorithim 1 Proposed Federated Learning Framowork
Require: Datascts £, (Banking), £, (E-Comnwrce), £, (Healthoare)
Ensure: Global NModel AS,

1: Step 1: Preprocessing (Client-Specific)

for cach cliesat 7 € (1.2,.3) do
1 Resnove missing values from £,
1 Apply one-hot encoding to categarical features
Scale features using standard normalization
[ Deorive binary target if not available
7 Split £2, inta 22500 gy foioe

n end for

9. Step 2: Local Model Training

10, for each client + & (1.2,3) do

1 Ivain Rondom Forest mnodel A, on )"0
12: end for

1 Step 3: Model Evaluation (Optional)

t41: for each model M, do

I Evaluate N/, on D

1 Compute local acouracy and performanoe moetrios
1 end for

1%, Step 4: Simulated Global Model Construction
194, Combine equal-sized subsets fromn 2700, OSfale O jnto Dgsuna
20 [rain global Rondom Forest model Al on 0001

21 Step 5: Global Model Evaluation
Combine all test sets DY L) o5 DY jato DM
Evalunte Afe: on 221,

24: Report accuracy, precision, recall, and Fl-score
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5. Result Analysis

A. Dataset

1. Banking Dataset

A Portuguese savings bank's marketing effort is the source of the banking dataset Marketing Targets.
[https://www.kaggle.com/datasets/prakharrathi25/banking-dataset-marketing-targets] is where it was obtained.
Each client's demographic data, including age, employment, marital status, education, home loans, and the kind
of contact communication the bank uses, is recorded in the dataset. This is a binary classification problem since
the project's goal is to determine whether a client will sign up for a term deposit (y). The banking dataset includes
both numerical and categorical features and consists of about 45,000 records. During the pre-processing phase I
remove missing values and remove features contact duration and campaign features (pdays & previous) to mitigate
bias in the dataset and when training the model. I then use one-hot encoding for categorical variables and scale
the features using standard normalization.

2. E-Commerce Dataset

The e-commerce dataset (eccommerce-customer-churn-analysis-and-prediction) is sourced from an online business
in the e-commerce space and provides information about user experience and demographics, alongside
transactional behaviour recordsand it is taken
from[https://www.kaggle.com/datasets/ankitverma2010/ecommerce-customer-churn-analysis-and-prediction].
The fields in the dataset include tenure type, preferred login device, payment type, number of devices registered,
complaints history, count of orders made and the cashback the user received. The target variable is Churn,
indicating whether a customer has stopped using the platform. Churn is the binary label which means that this
dataset represents a churn prediction problem. The dataset is on the second tab in an excel file it has structured
and behavioral variables. For preprocessing it had to deal with missing values, one-hot encode of categorical
variables and standardized. This dataset presented information on customer retention and purchases.

3. Healthcare Dataset

The healthcare dataset contained administrative and clinical data of patients admitted to a hospital. The dataset
here has been taken from kaggle and its name healthcare-Dataset[
https://www.kaggle.com/datasets/prasad22/healthcare-dataset ] This dataset uses features like age, gender, blood
type, medical condition, admission, billing amount features and medication features. Since there wasn't originally
a target variable within this dataset that allowed for classification, a derived binary target, the HighBilling label
was created. The label is a 1 if the billing amount exceeded the mean billing value, and a 0 if otherwise. Several
of the columns were non-numeric columns and identifier-like columns (e.g. Name, Doctor, Room Number were
excluded during preprocessing). Categorical variables were one hot encoded and features were standardized after
preprocessing. This provided a consistent foundation for model training, all summarized table is show in Table 3.

Table3. Summary of Datasets Used in the Study

Dataset No. of Records Feature Types Key Attributes Target Variable
Banking Dataset | ~45,000 Numerical & Age, job, marital status, Term Deposit
Categorical education, housing loan, Subscription (y)
personal loan, contact type
E-Commerce ~5,600 Structured & Tenure, login device, payment | Churn
Dataset Behavioral mode, registered devices,
complaints, orders, cashback
Healthcare ~10,000 Clinical & Age, gender, blood group, HighBilling (Derived)
Dataset Administrative medical condition, admission
type, billing amount,
medication

FIGURE 2.

Confusion Matrix - Banking (Local)

The confusion matrix for the local banking model is shown in figure 2. A tabular depiction of a classification
model's performance in terms of forecasting the quantity of true positives, true negatives, false positives, and false
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negatives is called a confusion matrix. According to the confusion matrix, there are 7,759 true positives under the
local banking model scenario. This means that 7,759 instances were correctly identified as being in the positive
class by the model. Furthermore, the model accurately classified occurrences as being in the negative class, and
the confusion matrix indicates that there are 193 true negatives. Understanding the model's performance and its
ability to categorize banking subscription data in the local context is made easier with the help of this data.

FIGURE 3. Confusion Matrix - E-commerce (Local)
The local e-commerce model's confusion matrix is shown in Figure 3. Similar to the banking model, this matrix
shows how well the model predicts customer attrition in an online shopping setting. According to the confusion
matrix, the local e-commerce model has 27 true negatives and 644 true positives. This suggests that the model
can accurately classify consumers who are not likely to churn and successfully identify a significant portion of
customers who are likely to do so. The model's ability to capture the nuances of consumer behavior in the local e-
commerce context is determined by the ratio of true positives to true negatives.

FIGURE 4. Confusion Matrix - Healthcare (Local)

The figure 4 shows the confusion matrix for the local healthcare model. For the healthcare space, the model's task
is to detect high-billing patients. The confusion matrix indicates that the local healthcare model has 5,520 true
positives and 5,580 true negatives. This implies that the model is greatly effective in making correct classifications
of patients into the right billing categories in the local healthcare environment. The balanced true positive and true
negative distribution indicates that the model can make accurate predictions, which is essential for efficient
healthcare management and resource planning.

o Barhing (DAske

FIGURE 5. Confusion Matrix - Banking (Global)
The confusion matrix for the global banking model is displayed in Figure 5 before moving on to the global models.
To find cross-domain patterns and generalize its performance, the global banking model, in contrast to the local
banking model, is trained on data that has been averaged across numerous sources. The global banking model
obtains 7,748 true positives and 204 genuine negatives, according to the confusion matrix. The global model is
nevertheless very accurate, demonstrating its ability to effectively identify e-commerce subscription banking data
in a variety of scenarios, even though the number of true positives is marginally lower than that of the local model.
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FIGURE 6. Confusion Matrix - E-commerce (Global)
The figure 6 shows the confusion matrix of the global e-commerce model. Just like in the case of the banking
field, the global e-commerce model is learned using a bigger, pooled dataset with the aim of generalizing well
across many different e-commerce environments. The confusion matrix shows that the global model has 644 true
positives and 81 true negatives. Although the true negative count is less than the local model, the global model
also performs very well in customer churn prediction, demonstrating its feasibility to be implemented across
various e-commerce settings.
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FIGURE 7. Confusion Matrix - Healthcare (Global)
Figure 7 shows the confusion matrix of the global healthcare model. Similar to the other global models, this model
is learned on an aggregated dataset, with the intention of discovering cross-domain patterns and returning a more
generalized answer. The confusion matrix indicates that the global healthcare model has 5,520 true positives and
5,580 true negatives, comparable to the performance of the local healthcare model. This overall performance on
local and global models emphasizes the superiority of the federated learning method in the healthcare sector,
where data privacy and regulatory requirements are of prime concern.

. Okl Membd Jos

FIGURE 8. Local vs Global Model Accuracy
The figure 8 presents a comparison of the accuracy of the global and local models for the banking, e-commerce,
and healthcare sectors. This plot provides a high-level overview of the model performance, allowing for a direct
comparison between the local and global approaches. The results show that the local models generally achieve
higher accuracy than the global models within their respective domains. However, the global models still maintain
competitive and well-balanced performance across all three domains, demonstrating their ability to generalize
effectively without compromising privacy-preservation.
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FIGURE 9. Top Feature Importances (Global Model)
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The last figure, Figure 9, displays the highest feature importances for the global model. The data is useful to
identify the most critical factors that underpin the model's prediction across the various domains. The highest
importance features are Billing Amount, balance, age, campaign, and Age. These findings can assist stakeholders
in gaining more insights into the underlying reasons behind the model's performance and could even guide future
feature engineering or model improvement initiatives.

Table 4. Local Model Performance (Client-Specific)

Client Accuracy | Precision Precision Recall Recall F1-Score F1-Score
0) (@) (0) A (0) (1)
Banking 0.8811 0.90 0.52 0.98 0.19 0.94 0.28
E- 0.9589 0.96 0.95 0.99 0.75 0.98 0.84
commerce
Healthcare 1.0000 1.00 1.00 1.00 1.00 1.00 1.00
Table 5. Global Model Performance (Per Client Domain)
|Client ||Accuracy||Precision (0)||Precisi0n (1)||Reca11 (0)||Reca11 ( 1)||F1-Score (O)||F1-Score (1)|
[Banking  ]0.8802 ]/0.90 [0.51 097  Jo.19  J0.93 ll0.28 |
[E-commerce]0.9603  ]/0.96 10.95 099  Jo.76 .98 [0.84 |
Healthcare [[1.0000 |[1.00 [[1.00 oo J1oo 100 [[1.00 |

Banking Client : The local model obtained an accuracy of 88.11%. For class 0, high precision and recall resulted
in good performance, but very little for the minority class (1). This high accuracy is simply a reflection of class
imbalance, which is very obvious from the low recall (0.19) and F1 score (0.28) in the minority class (1). The
global model achieved 88.02% , which indicates that the global level of knowledge from other data sources did
not significantly affect the predictions in the banking domain. However, the global assembly of models also did
not improve the detection for the minority class. So it is likely that the class imbalance issue found in the banking
data set is a difficult problem to solve even with the option of confederated learning , as in Table 4 and Table 5..
E-commerce Client: The e-commerce local model showed high performance with 95.89% accuracy and very
strong F1-scores for both classes. The accuracy of the global model was slightly better (96.03%) and the F1-scores
were similar for both classes, especially for class 0 (not churned). Regarding class 1 (churned), the recall improved
slightly (0.75 > 0.76), with the F1-score remaining approximately the same (0.84). This indicates that the federated
aggregation had some positive effect on the e-commerce model. The improved effect could have contributed to a
relatively balanced class distribution with more informative features.

Healthcare Client: The healthcare sector displayed exemplary scores in both local and global contexts, achieving
100% in accuracy, precision, recall, and f1-score. These favorable outcomes may have been a result of either a
highly separable or highly predictable target variable (billing threshold), or perhaps class imbalance in a way that
contributed a high degree of predictability. Despite the appearance of optimal results, we must evaluate the data
distributions and data complexity to air towards overfitting or data leakage. To quantify the overall accuracy for
the global model, we consider the predictions made across all test samples for our three clients: banking, e-
commerce, and healthcare, and take a collective view to assess overall performance.

o Banking Test Set Size: 9043 samples

o E-commerce Test Set Size:755 samples

o Healthcare Test Set Size: 11100 samples

o Total Test Samples: 9043 + 755 + 11100 = 20898

The global model performs admirably generalized across different datasets, with an overall accuracy of almost
95.16% across the three clients. This increased accuracy further demonstrates that federated learning is an
effective method for achieving collaborative modeling efforts of high quality without the need to share raw data.

TABLEG6. -COMPARISON WITH PREVIOUS RESEARCH’S

Study & Dataset(s) FL Method Reported Notes
Reference Accuracy
Salam, M. Credit Card Federated 94.61% To overcome class imbalance in
A., etal. Fraud Detection | Learning with credit card fraud detection, FL was
(2024) Data Balancing implemented using a variety of
resampling approaches.
Zhang, S., et | Credit Risk Federated 81% Explored the impact of data
al. (2024) Forecasting Learning with imbalance on FL models for credit
MLP, LSTM, and risk assessment, highlighting
XGBoost challenges in achieving high
accuracy.
Proposed Banking, E- Federated 95.16% Demonstrated superior performance
Model commerce, Random Forest across heterogeneous datasets,
Healthcare outperforming the above studies in
overall accuracy.

The results in Table 6, show that the suggested model outperforms alternative strategies in terms of general accuracy
and domain applicability when compared to the federated learning models put forward in recent literature. For
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instance, Salam et al. (2024) proposed federated learning model for credit card fraud and used data balancing
approaches to achieve an accuracy of 94.61%. Their approach was domain-specific, solely for frauds detection and
while they addressed class imbalance, it was domain-specific. Similarly, Zhang et al. (2024) studied federated
learning performing with data imbalance for credit risk forecasting and achieved an accuracy value that was
significantly lower at 81%, showing the limitations of using FL in financial analytical predictive tasks with
imbalanced data. In comparison, the proposed model utilized Random Forest classifiers and used data from three
heterogeneous domains, with model performance verification in banking, e-commerce, and healthcare. The results
of the proposed model's accuracy achieved was 95.16%. The countersigned model illustrates not only the model's
utility in having to handle heterogeneity in data as part of model development; but it also provides a generalizability
across sectors. Moreover, employing a model like Random Forest classifier for use in a privacy-friendly application
is best case for implementing a model as Random Forest algorithms are mostly easily interpretable and
computationally efficient, which also represents pragmatic advantages in a privacy-sensitive environment. As
simplicity of implementation and explanatory ability are key factors in a privacy-sensitive environment, the results
have further examined a proposed model that provides a better overall fusion of performance, adaptability, and
privacy standard than presented earlier and outlined in extant FL implementations existing within the financial
domain.

The primary difference between the proposed framework and existing FL-methods lies in the extent to which it
can be used across domains, its practical model of artificial intelligence, and its preference towards privacy.
Existing studies - such as Salam et al. (2024) and Zhang et al. (2024) - are examples that describe single-domain
federated learning applications in fields such as fraud detection or credit risk forecasting, however, the proposed
framework demonstrates a multi-domain implementation, testing performance against banking, e-commerce, and
healthcare datasets at the same time. In addition, prior applications of federated learning have relied on complex
architectures like MLP, LSTM or XGBoost. In contrast, the proposed framework uses Random Forest - which is
efficient in terms of computational resources and a simple experimental model of artificial intelligence. It works
well for research that combines privacy-preserving technologies like homomorphic encryption (HE) and
differential privacy (DP). Greater transparency, regulatory compliance, and the ability to function consistently in
a more delicate setting are all made possible by the suggested framework's simplicity. Furthermore, the global
model in this framework has demonstrated a capability to generalize against different data types, showing the
framework has the ability to generate more total accuracy (95.16%) and demonstrate domain flexibility in more
familiar ways than earlier FL-approaches identified in specific sectors.

6. Conclusion

The feasibility and effectiveness of a privacy-preserving federated learning system that uses Random Forest
classifiers to operate across diverse domains (banking, e-commerce, and healthcare) are demonstrated by this
study. One of the main concerns regarding privacy and data sovereignty—two crucial elements for practical
applications—was resolved by the model's ability to train models in a decentralized way without exchanging raw
data. The global model outperformed some of the earlier research in these areas with an overall accuracy of
95.16%. The overall model showed impressive overall performance across the individual clients which allowed
the global model to equal or improve on the performance of the client's models in the majority of cases. These
findings support the case for federated learning being able to generalize well in various datasets while maintaining
confidentiality and regulatory compliance with data protection and privacy standards. In addition, the use of an
interpretable and efficient learning algorithm makes this system more adaptable in production environments where
performance and explainability are highly considered.

7. Future Directions

Although strong performance is currently realized through implementation, a number of potential directions for
future improvement exist:

e Incorporation of Sophisticated Privacy Methods: Data security and insensitivity to adversarial attacks will be
improved by the adoption of methods like Secure Multi-Party Computation (SMPC), Homomorphic Encryption
(HE), and Differential Privacy (DP).

e Model Personalization: In order to maximize performance in non-IID (non-independent and identically
distributed) contexts, future research may take into account personalized federated learning, in which each client
adaptively adjusts the global model to fit its unique data distribution.

e Federated Learning with Deep Learning Models: Deep learning architectures (e.g., CNNs or LSTMs) in the
federated environment might maximize performance for complex data types like time-series or image-based
medical data.

e Scalability and Real-Time Training: Scaling the number of clients and deploying asynchronous federated
learning protocols would challenge the system's scalability and its preparation for real-world deployment over
multiple institutions.

o Cross-Domain Knowledge Transfer: It is also possible for future work to explore domain adaptation and
knowledge transfer methods to improve learning from similar but different datasets without sacrificing domain-
specific subtleties.

By following these directions, the envisioned framework can become a more secure, scalable, and intelligent
federated system appropriate for a variety of industry applications.
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